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[logaToYyeH ueHTap

KoMnoHeHTH Ha nogaTo4veH LeHTap:
v Cepsepu
v Cknagupare

v BmperkyBame

Blade server teaming Blade server

MpeXHW TONoNormm Ha No4aToveH LieHTap:
v [1BOCnoeH ansajH
v TpucnoeH ausajH




[logaToYyeH ueHTap

CepBUCHa apxuTekTypa Ha NnogaToYeH LieHTap

Figure 1 - Data center pyramid of service layers
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Buptyenusauyuja

Tunosu Ha BupTyenusauuja

v CepBepcka BupTyenusauuja
[leckTon BupTyenusauuja
BupTtyenusaunja Ha cKnaguwTeTo
BupTtyennsaumnja Ha mpexarta
BupTtyennsaumnja Ha cepBuc

Type 2 Hypervisor

Type 1 Hypervisor

Guest 2

Hypervisor

Hypervisor

Host OS

Hardware Hardware

/lea muna Ha xurnepsu3opu



MpeKHa BnpTyenmsaumja - pakyntetcku ML

Oracle VirtualBox

VirtualBox 3a ceKoja BUpTyesHa malwmnHa obe3beanysa g0 ocym BUpTyenHu PCl MperKHU KapTUYKMU.
Cekoj og, HMB MoXe nocebHO Aa ce KoHUrypmpa aa paboTtn BO eaeH o4 cnegHUTe MOAOBU:

Not attached

Network Address Translation (NAT) / NAT Network

Bridged networking

Internal networking

Host-only networking

DN N N N SN

Generic networking



MpeXHa BupTyenusauuja - pakynrtetckm MNMu
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OcHoseH eKpaH Ha VirtualBox co KpeupaHu supmyesaHu MawuHu



MperKHa BupTyenmsaumja - pakyntetrckum ML,
-]

. MpwuBathHn nogmpexun (VLAN) — orpaHuyeH npucrtan
(PMHAHCUCKO N maTepujanHo paboTere, apxmnBa, CTYAEHTCKM
CUCTeM, CUCTEM 3a NogapLlka Ha 04/1YKM, NepCoHasHa

eBMaeHuUuja n ap.)

2. NMowwnpoko goctanHn noampeXkun co nines Ha NHTepHeT — Bnes3
npeky VPN (npepaBanHu, yunnumum, seb cepsep, e-maun
cepsep, moodle cepBep, SAKAI cepsep)

3. [lenymHO nowmnpoKo A0oCTanHM nogmperkn — Bnes npexky VPN
(Beb cepBepu, e-maunn cepBepu, anJIMKaLUCKN cepaepu)

2. JaBHO AOCTaMHM nogmpeXXu co Baes un nsnes Ha MHTepHer
(moodle cepBep, SAKAI cepBep, ananKaLKUCcKu cepBepu, Beb
cepsepu)



MperKHa BupTyenmsaumja - pakyntetrckum ML,
S

be3zbeanHa mperka (BMM — BupTyenHa npmBaTHa mpexa)

pfSense orHeH supg (firewall) - makcMmym 4 BUPTYENHU MPEXKHU KAaPTUYKM,
vSwitch 1 MOXKHOCT 3a HeorpaHunyeH 6pPoj Ha BUPTYE/IHM NOAMPEXKN

6a3npaHa Ha NPOTOKOAUTE:
vIPsec (Internet Protocol Security)

v’ SSL (Secure Sockets Layer)
v SSH(Secure Shell Tunneling)



MperKHa BupTyenmsaumja - pakyntetrckum ML,
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MperKHa BupTyenmsaumja - pakyntetrckum ML,

MopaToum 3a AM3ajHMpaHa BUPTYe/IHa MpPeXka Ha BUCOKO 06pa3oBHa MHCTUTYUM]a
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MperKHa BupTyenmsaumja - pakyntetrckum ML,

History  Bookmarks

o back one page terf. ir : T ¥ Status ¥ Dliar 5 » Gold » Help
Right-click or pull down o show history

Interfaces: Assign network ports O I
Interface Metwork port
WAN [ &m0 (02:00:27:96:F2:6F) |
LAN [em1 (08:00:27: 76 3R c8) | L‘g
LANWL [ emnz (02:00:27: 1e:5d:b0) | L:g
DMZORANGE [ ern3 (o2:00:27: 95 3d:0d) | @
YLAN1GREEN [WLAM 10 on em1 (VLAMI-GREEM) % | oad
¥LANZGREEN [vLAM 20 on emi (WLAMZ-GREEM) | s B
YLAN3IGREEN [WLAM 30 on em1 (WLANI-GREEM) % | s
YLAN4GREEN [WLAM 40 on em 1 (VLAN4-GREEM) % | oad!
Avwailable network ports: | cvpns1 (MyOpen YPM Server LAR) |+ | @

Interfaces that are configured as members of a laggi4) interface will not be shown,

lpuKa3 Ha eKpaH Ha pfSense CO KPeUPAHU 8UPMYENHU Mpexcu



MperKHa BupTyenmsaumja - pakyntetrckum ML,
o

[ToctaByBahwe Ha BI1M — noctanka Ha Kpeupahe Ha npuBaTeH KaHan (TyHen) Bo pfSense

Mon Dec 21 111635 2015 Oparh® 2 38 £t mngw X2 1552 [Operd S RI0] IPXCS11) PPvE] tot ¢
Mon Dae 21 11 1635 2015 Rewy versone: OperSSL 1 0 1o 9.5 2005 L0 208

OpenVPN kaueHmMcKa rnpocpama u agsmopusayuja



MperKHa BupTyenmsaumja - pakyntetrckum ML,

[locTaByBawe Ha BI'1M — noctanka Ha Kpenpake Ha npuBaTeH KaHan (TyHen) Bo pfSense

) ows acle VM Virt =
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K
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€ | @ |https:/{192,.168.1.1/status_openvpn.php c Q, Search ‘ﬂ' E 2 5 # Q =
il 68 : ¥ System » Interfaces ¥ Firemwall SEMVICES WHN ¥ Status ¥ Diagnostics » Gold » Help
Status: OpenVPN Fa@u®
MyOpen ¥PM Server LAN UDP:1190 Client connections
Common Name Real Address ¥Yirtual Address Connected Since Bytes Sent Bytes Received
| dejanz 192.165,3.101:1036 10,10.10.6 Sun Dec 27 15:55:20 2015 TEE 7 KB L:g
I3 Running @

MyOpen ¥PM Server LAN UDP:1190 Routing Table I

Common Name  Real Address Targekt Metwork Last Used I

| dejanz 192,168.3.101:1035 | 10.10.10.6 Sun Dec 27 15:53:21 2015
An IP address Followed by C indicates a host currently connected Ehrough the WP,

< | >
B | L0 R B 254FM

I -y ‘;9) 1" fﬁ %] right Control L

AxkmusHu VPN KoHekyuu 8o pfSense



MperKHa BupTyenmsaumja - pakyntetrckum ML,

TecTuparbe Ha BUPTYeNHaTa Mpexka (npoa.)

File Machine View Input Devices Help

*2 interfaces [Wireshark 1.10.3 [SVN Rev 53022 from firunk-1.10])]

File Edit Miew Go Capture Analyze Statistics  Telephony Tools  Internals  Help

Codma BHXES| Ne»HTFTLIEE QQAQE @EEM % B
Filker: V| Expression...

Mo, Tirne Source Destination Protocol  Length  Info -~
L e SO e MO L0 LDl e LT e S e [ S S LI R S A L Ll 4 | SNy ) \_'—FIIIH_} 1 :'—FIJ‘ T — A s BB
13446 393, 775922 192.1a65.1.101 192.1a65.10.1 ICMP 74 Echo (pingl reguest dd=0x02
13447 395, FFEl57 192.1658.10.1 192.1658.1.101 ICMP 74 Echo Cpingl reply dd=0=02
13448 393, 785985 192.1658.1.101 192,168,401 ICMP 71 Echo Cpingl) reguest dd=0=02
134459 393 786214 192 165 40.1 192 1a65.1.101 ICMP 74 Echo Cpingl reply dd=0x02
13450 394 . 049583 fes80::1:1 ffoz::1 ICMPw & 110 rRouter advertisement Trom 08
13451 394, 275360 03,184, 220,29 192.168.1.101 TCP 60 http > remote-as [FIMN, ACK]
13452 394275351 162.1658.1.101 G3.184. 220,29 TCP 54 remote-as > http [ACK] Seqg=4
13453 394, 275584 192.1658.1.101 G3.184. 220,20 TCP 54 remote-as > http [FIN, ACK]
13454 394, 3121580 93,184, 220.29 192.165.1.101 TCF 60 http = remote-as [ACK] Seq=7
15455 394, 3450281921658, 5.101 192.168.0.15 uopF 159 Source port: nsstp Destinat
13456 394. 345032 192.168.0.13 192.168.3.101 Hl]=] 159 Source port: commlinx—aw] D
13457 304 475868 192,168, 3,101 182.168.0.13 uopP 159 Source port: nsstp Destinat
13458 394 . 476450 10.10.10.6 1o2.1658.1.101 ICHMP 74 Echo Cpingl reguest Ad=0=03
13459 394 . 475505 192.1658.1.101 1010106 ICmMP 74 Echo (pingl reply Td=0x03

| >

# Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 1

= Ethernet II, Src: CadmusCo_6e:09:74 (08:00:27:62:09:7470, Dst: Cadmusco_7Fe:8F:c8 (08:00:27:76:8F —
® Destination: CadmusCo_76:8F:c8 (08:00:27:76:8F 18D
H Ssource: CadmusCo_Ge:09:74 (08:00:2F7:62:09:747

Thusma s TD o CrenROmT b’
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0020 0a 06 08 00 5c 1d 02 00 ef 32 61 62 63 64 65 65 v e e .. wrabodef
0030 67 68 69 6a 6b 6¢ 6d 62 6F FO F1 F2 F3 T4 F5 FH ghijkImn opgrstuw
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lMpucman u aHanusuparbe Ha oopedeHu cepsucu co Wireshark



